Joomla! custom reports using “TinyButStrong”

A “get started” guide: Part 3 — Practical security

Summary

Joomlal Administrators familiar with the database and with SQL can use TinyButStrong (TBS) to
present information from the database in web pages without needing to create a module or
component. Part 1 of this serieslooked at ssmple tables and how to format datain the cells. Part 2
addressed security issuesin atheoretical way. This article looks at a practical implementation of the
theory.

Background

After reading part 1 and part 2 of this guide, you now realise that the power of TBS bringswith it
responsibility to give access to information in ways that conform to your security needs. The
example given here uses the jos_content table and its close allies. Other Joomlal data sources will
almost certainly have similar security features that you will need to discover for yourself.

Data source

The datafor the report in this article istaken from the tables jos_content, jos_section and
jos_categoriesin the Joomlal database. Columns used in the example are set out in the table below:

Column name Sample content Comment
id 1 primary key for thistable
title Welcome to Joomlal
sectionid 1 key for jos_sections table; NULL if uncategorised
catid 1 key for jos_categoriestable; NULL if uncategorised
modified 2008-08-12 10:00:00 date and time last modified
hits 92 number of times article has been read
state 1 1: published; O: unpublished; -1: archived; -2:
deleted
access 0 0: public; 1: registered users; 2: “special”

Table 1. Columns used fromjos_content

The columns from table jos_section used in the examples are set out in the table below:
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Column name Sample content Comment
id 3 primary key for this table
title FAQs
published 1 1: published; O: unpublished
access 0 0: public; 1: registered users; 2: “ special”

Table 2: Columns used fromjos_section

Thejos_categoriestableissimilar in structure:

Column name Sample content Comment
id 1 primary key for thistable
title Newsflash
published 1 1: published; O: unpublished
access 0 0: public; 1: registered users; 2: “special”

Table 3: Columns used fromjos_categories

The “access’, “state” and “published” columns contain information that determines if information
should be displayed and if so, to whom it should be displayed.

Aswith thejos_content table, there are other columns that are not used in the examples.
For the purpose of this part of the guide, three new articles have been added to the system:

W Joormlal [4522test

it Menus Cordent Componsnts Extensions Tools Help S e 0 B Lot
A - —_ P
. - o s f
Article Manager 3 14 g [s . L)
b deck bl lnpibbsh  Bowe e Trm i s Parimlare  ‘Halk
Fle Go | | Fisnsi Smlaci Gncion - [ ) - Saluct Caimper - [ - Salcs Austier - o) - Sulact Gtaie - o]
Tiiles Publighed FromiPage  Oroes T:“‘ Lerimn Category duthmr fwiz Wiw D
il
- Epwoisl
O .
o 5
1
L " !
O
a

r
o

Illustration 1: Three articles with restricted access

In addition, acopy of the “TBS sub-blocks’ article was put into the FA Qs section and then deleted.
It doesn't show in the article manager as can be seen in lllustration 2.
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lllustration 2: Only two "TBS' articlesvisible

If welook at the database with phpMyAdmin, we see the deleted item is still present asin
[llustration 3

wb]ﬂ;wfﬂjﬂ * &3 Server: localhost » (B Database: j1522testd1 » B Table: jos_content

[E Browse Structure EEE 5QL  JSearch Zclnsert Export [EImport
%#Operations  [fiEmpty B Drop
j15221991ﬂ33(1;$ase = | m%‘; Shnwirlg_ro_\-us 0-2 £3 total, Que[_yi.-t‘ool-c 0.0017 sec__}__
SELECT title, stabe, =ectionid, catid, access
FEOM 'jo=_content’
WHERE title LIEE "3TBS%"
LIMIT O , 20

j1522test01 (38)

Bl jos_banner [ Profiling [ Edit ] [ Explain SQL ] [ Create PHP Code ] [ Refresh |
B ie=_bannerclient
B jos_bannertrack

m

j t i .
g }Ez:zz;gg:::m Show: | 30 row(s) starting from record # 0
[ jos_contact_details inhorizontal ~ mode and repeat headers after 100 cells
B jes_content |
B jos_content_frontpage L Sort by key: None -
B jo=_content_rating ¥ Optic:ns

j | e 2
g ﬁ:zg:z::;:::g_gmups title state sectionid catid access
El jes_core_acl aro_map M _‘,-9 > TBS sub-blocks 1 ] 0 0
B jo=_core_acl_aro_sections -
E ios_core_acl_groups_arc_map [ & ¥ TBS sub-blocks -2 3 27 0
B jes_core_log_items z z T
B jos_core_log_searches [ & X 1BS security 1 0 0 0
E5/40= ot T Check All / Uncheck All With selected: 4 X i
B jes_ice_groups
B jos_jce_plugins Show: | 30 row(s) starting from record # 0

B ine manu

Illustration 3: Deleted item has state of -2

This should aert us to the need to filter the data carefully before presenting it. We don't want
outsiders seeing the material we have discarded.

For the purpose of this example, the sample data has been modified: the section/category
FAQs/Current Users access level has been set to “ Registered” and FAQs/Languages access level set
to “Specid” so that data can be filtered by category as well as by article. To reduce the amount of
data presented, only articles with sectionid=3 (FAQs) are shown. The effect of using phpMyAdmin
to run the SQL below on the database is shown in Illustration 4.

SELECT content.title, sec.title AS section, cat.title AS category,
sec. publi shed AS secpub, sec.access AS secacc, cat.access AS
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catacc, cat.published AS catpub, content.access AS artacc,
content.state AS artpub FROM jos content AS content LEFT JON

j os_sections AS sec ON sectionid = sec.id LEFT JON jos_categories
AS cat ON catid = cat.id WHERE secti oni d=3 ORDER BY section,

cat egory

title section category secpub secacc cata catpub artacc artpub
How do | upgrade to Joomlal 1.5 7 FAQs Current Users 1 0 1 0 1
What happened to the locale setting? FAQs Current Users 1 0 1 0 1
Only one edit window! How do | create "Read more.._.. FAQs Current Users 1 0 1 0 1
Where is the Static Content ltem? FAQs Current Users 1 0 1 0 1
Where did the Installers go? FAQs Current Users 1 0 1 0 1
Where did the Mambots go? FAQs Current Users 1 0 1 0 1
Why does Joomlal 1.5 use UTF-8 encoding? FAQs General 1 0 0 1 0 1
What is the FTP layer for? FAQs General 1 0 0 1 0 1
Can Joomla! 1.5 operate with PHP Safe Mode On? FAQs General 1 0 0 1 0 1
My MySQL database does not support UTF-8. Do | hav... FAQs General 1 0 0 1 0 1
What are the requirements to run Joomla! 1.57 FAQs General 1 0 0 1 0 1
How do | install Joomlal 1.57 FAQs General 1 0 0 1 0 1
What is an Uncategorised Article? FAQs General 1 0 0 1 0 1
Is it possible to change A Menu ltem's Type? FAQs General 1 0 0 1 0 1
How do | localise Joomlal to my language? FAQs Languages 1 0 1 0 1
What is the purpose of the collation selection in .. FAQs Languages 1 0 1 0 1
What languages are supported by Joomla! 1.57 FAQs Languages 1 0 1 0 1
Does the PDF icon render pictures and special char... FAQs Languages 1 0 1 0 1
| installed with my own language, but the Back-end. .. FAQs Languages 1 0 1 0 1
Is it useful to install the sample data? FAQs New to Joomla! 1 0 0 1 0 1
How do | remove an Article? FAQs New to Joomla! 1 0 0 1 0 1
What is the difference between Archiving and Trash. .. FAQs New to Joomlal 1 0 0 1 1
Reg only 1 FAQs New to Joomla! 1 0 0 1 1 1
Reg only 2 FAQs New to Joomlal 1 0 0 1 1 1
TBS sub-blocks FAQs New to Joomlal 1 0 0 1 0 @
Special access FAQs New to Joomlal 1 0 0 1 2 1

[llustration 4. Articles and their attributes as diplayed by phpMyAdmin

The specia values of the Accessfield in jos_categories and of the access and state field in
jos_content are highlighted in lllustration 4 in the columnscat acc, art acc andart pub
respectively. Using phpMyAdmin to test SQL can be areal timesaver as it enables you to move
tested SQL into TBS and then concentrate on the use of TBS as adisplay tool.

In part two of this series, it was noted that the SQL query used should make available only that
information that can safely be exposed. It is therefore necessary to amend the SQL so that only
published articles with public access are visible. The following WHERE clause conditions should
achievethis:

sec. publ i shed=1 AND cat. published=1 AND content.state=1 AND
sec. access=0 AND cat.access=0 AND content. access=0

Therevised SQL statement is now

SELECT content.title, sec.title AS section, cat.title AS category,
sec. publi shed AS secpub, sec.access AS secacc, cat.access AS
catacc, cat.published AS catpub, content.access AS artacc,
content.state AS artpub FROM jos content AS content LEFT JO N

j os_sections AS sec ON sectionid = sec.id LEFT JON jos_categories
AS cat ON catid = cat.id WHERE sectioni d=3 AND sec. publ i shed=1 AND
cat . publ i shed=1 AND content.state=1 AND sec.access=0 AND
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cat.access=0 AND content.access=0 ORDER BY secti on,

cat egory

Now that the data extracted from the database is properly filtered, we can construct a TBS report
that can safely be shown to the public. The SQL isidentical to that above except for the addition of
“hits” as an extra column. It is now stored in a script directory outside the web root, as explained in

part 2 of the series. The script is shown in the Appendix.
It isinvoked by a TBS statement such as
{tbs}script=tbs3a. php{/tbs}

The template HTML follows:

<tr>
<t d>[t bs3a.
<t d>[ t bs3a.
<t d>[ t bs3a.
<t d>[t bs3a.
<t d>[ t bs3a.
<t d>[ t bs3a.
<t d>[t bs3a.
<t d>[ t bs3a.
<t d>[ t bs3a.
<t d>[t bs3a.

</[tr>

title]</td>
section]</td>
category] </td>
secpub] </td>
secacc] </td>

cat pub] </ td>
catacc] </td>
artpub] </td>
artacc] </td>

hits; bl ock=tr]</td>

The “block=tr" code iswithin the “hits’ template element to demonstrate that it doesn't need to
come on the first item in the template. The output is shown in Illustration 5.

& »= Custom Reporting. secure

w HOimee

L JEW[\!: !'r:rde-'."
w L s

saanch
TH-a SECUrity o =
.‘J‘.:.l:-;h} & wars B reguce of mdcamiation bein| ablg o thawreng pl;lrl; The B0 15 wn1P“- i-:d -c
wapD | i e reas oS 2af out i pan 7 of T cenipg '::.: La-RE iczament wilans the Sl e meewss e rdenmati il e 83 Nk D

s#En b ‘u gerweal pubic in the irsitak Il!'r-:-.lu.l:lrn '''' ched o Berns with sechionid= 3

. r.'l_rr: tl::u..r-o-mnla.
& rrl;:::mw-_ [Tt [Sechon [Caiegary  |[necpub [secace [catpub [catnes [artput [arisce fies
» Web Links [éhy dess Foomial 1.5 use UTF-B encedmg? [Facs  [Gansral [ o [1 ] 11 o =
» RewsFeads |.'.r::!p-. tha FTF kayar bor? [Facs [Gamaral [ [o [1 o [ [ =
- | an Joomial 1.8 oparae with PHF Safs Wods On® |r»:-: |tm-h':l | |: |l |: 1 | E
s R T Ll e O O O
o [#hat am the eguiremants o run Joomnial 1.57 [Facs  [Ganeral | [o 1 7] I Ja =
» DOt Lipoas How do | install Joomial 4 87 |Fdiee | [Cimnveral It [ |1 1] | la 7]
SRR LR jinatis an Ureatsganieag Areee [Fooe [Genarm |1 [n [ b o kb
I E——— T
g e ﬂ:g-}m'.rrdi-: — |5 il peasible to change & Menu Bems Typa? [P [General [1 o | _|-:- I Jo EB
» Cuslom Aepeting: smariss i — [Hewh i
i Il | Lol 10 sl T SEmple 0aa? s || | | | }u || |- 1
. o i I E |
P FAGE o | | | | |! " F
el | AIThMNGg and |':-x| ¢ z [ 2 L
aen o P (O O 3

[llustration 5: Data as shown by TBSfor sectionid=3

Before cheerfully signing this off as “job done”, let's take off the selection by sectionid to see how it
works with the full set of data. The WHERE clause now reads:

WHERE sec. publ i shed=1 AND cat. publ i shed=1 AND content.state=1 AND
sec. access=0 AND cat.access=0 AND content.access=0

The output from thisis shown in Illustration 6
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Mow without the sectionid=3 constraint:

Title Section Category |secpuh|secacc |catpub|catacc|anpub |artacc hits
Joomla! Features j\sgrﬁlal The CM3 1 0 1 0 1 0 549
Joomlal Overview ?2§§:|a| The CMS 1 0 1 0 1 0 151
\What's New in 1.57 ﬁ‘sgr';':lal The CMS 1 0 1 0 1 0 g2
Content Layouts ﬁsg;tlal The CMS 1 0 1 0 1 0 70
Extensions jksgr';':lal The CMS 1 0 1 0 1 0 103
Joomial Facts oot e 0 1 0 1 0 ||s0
Joomlal Community
. About The .
|
The Joomla! Community Joomial Community 1 0 1 0 1 0 52
Joomlal License Guidelines ﬁsgrl:lrflal The Project 1 0 1 0 1 0 100
Support and Documentation j\:?grl:lrflal The Project 1 0 1 0 1 0 B
Platforms and QOpen Standards j\sgrﬁlal The Project 1 0 1 0 1 0 11
[Whatis an Uncategorised Article? [Faas [General [1 [o |1 o [1 o B
[is it possible to change AMenu ltem's Type?  |[FAQs [ceneral [ o K o [ o 18
[Why does Joomlal 1.5 use UTF-8 encoding?  |[FAQs |General [1 o K [ RE 29
[What is the FTP layer for? [FaQs |General [1 [0 |1 o [1 0 23
| ,
gﬁg Joomlal 1.5 operate with PHP Safe Mode FAGS General 1 0 1 0 1 0 g
My MySQL database does not support UTF-38. Do [
| have a problem? FAQs General 1 0 1 0 1 0 g9
|What are the requirements to run Joomlal 1.57 |FAE'.15 |Genera| |1 |EI |1 |D |1 |EI 25
[How do | install Joomiat 1.5 [Facs [General [1 o [1 o [ o 5
Is it useful to install the sample data? FAQs hewto 1 0 1 0 1 0 3
Joomilal
How do | remove an Article? FAQs Hewto 1 0 1 0 1 0 4
Joomlal
What is the difference between Archiving and FAQS Mew to 1 0 1 0 1 0 5
Trashing an Article? ' Joomlal
[Welcome to Joomial [News [Latest [1 o [1 o [1 o 92
[we are Volunteers [News |Latest [1 o |1 [ [1 [ 54
[millions of Smiles [News [Latest [1 o |1 o [1 o 23
[Joomlat Security Strike Team [News [Latest [1 o 1 o [+ o 0
[Joomlal Community Portal [News |Latest [1 [0 1 o [1 0 5
[Newsfash 1 [News [Newsfiash |1 o |1 o [1 o 1
[Newsfiash 2 [Mews [Newsfiash |1 o |1 [0 [+ o 0

[lustration 6: Output without the sectionid=3 constraint (a couple of “ Newsflash” items are not
shown)

Unfortunately, if we compare this with the equivalent report at illustration 13 in article 1, there are
some missing items. These are the “Uncategorised” items that have sectionid=NULL in the
database. Our select phrase

sec. publ i shed=1 AND cat. published=1 AND content.state=1 AND
sec. access=0 AND cat.access=0 AND content. access=0

subtly eliminates these items as the LEFT JOIN will result in sec.published and sec.access being
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NULL for these items rather than zero. The WHERE clause must therefore be extended to cope
with this situation:

VWHERE (sec. publ i shed=1 OR | SNULL(sec. published)) AND

(cat. published=1 OR I SNULL(cat. published)) AND content.state=1 AND
(sec.access=0 OR | SNULL(sec. access)) AND (cat.access=0 OR

| SNULL( cat.access)) AND content.access=0

When this clause is used, the output is consistent with the output seen in Illustration 11 of article 1.
The “ifempty” parameter has not been used in the template, so where the section or category name
Is“Uncategorised”, the appropriate cell is empty.

|Tit|e |Secti0n |Categon' |secpub |secacc |catpub |catacc |artpub |artacc hits
|Examp|e Pages and Menu Links | | | | | | |1 |EI 44
|article Information | | | | | | |1 [0 42
|Artiu:|e Information - smarter tables | | | | | | |1 |D 67
[TBS sub-blocks | | | | | | 1 o 109
[TBs security | | | | | | |1 o 28
Content Layouts jxgnatl::lal The CMS 1 0 1 0 1 0 70
Extensions j‘gsgglal The CMS 1 0 1 0 1 0 103
Joomlal Features j\;]nurl:lrrlal The CMS 1 0 1 0 1 0 59
Joomlal Overview j\;]ncltl:lr:IaI The CM3 1 0 1 0 1 0 151
What's New in 1.57 ?snotl:lrrlal The CMS 1 0 1 0 1 0 9z
The Joomla! Community j‘EU”'E:IaI Eh;nmumt_ 1 0 1 0 1 0 52
! y
About The
|
Joomlal Facts aomial Community 1 0 1 0 1 0 50
About _ .
Platforms and Open Standards Joomial The Project 1 0 1 0 1 0 ih
. o About _ [
Joomlal License Guidelines Joomial The Project 1 0 1 0 1 0 100
_ About _ [
Support and Documentation Joomial The Project 1 0 1 0 1 0 ]
|".“."hat are the requirements to run Joomla! 1.57 |F.i\05 |Genera| |1 |D |1 |D |1 |D 28
[How do I install Joomial 1,57 [Faas [ceneral [1 o |1 o |1 o 5
[What is an Uncategorised Aicle? [Faas [General E o |1 o 1 o B
[Is it possible to change AMenu ltem's Type?  |[FAQs [General [ [ K [ 1o 18
[Why does Joomial 1.5 use UTF-8 encoding?  |[FAQs [General [1 o |1 [0 |1 [0 29
[What is the FTP layer for? [Faas [General [1 o [1 o 1 o 23
Zan Joomlal 1.5 operate with PHP Safe Mode FAQs General 1 0 i 0 i 0 p
on? )
My MySQL database does not support UTF-8. Do FAQs General 1 0 i 0 i 0 g
| have a problem? '
Is it useful to install the sample data? FAQS SJDEI'J""F'JIUSI 1 0 1 0 1 0

[llustration 7: Articles with NULL sectionid and categoryid now appear

The example above shows that when checking the output it isimportant to look both at the things
that do appear and at the things that don't appear. The latter are much more difficult to check.
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Conclusion

To ensure that data cannot be seen by the wrong people you need to look at the database contents
carefully so that you understand how restricted access isindicated. Once you have this knowledge,
you can create SQL statements that filter the data appropriately. You can then concentrate on using
TBSto display the datain the way that best suits your audience. You can also safely let others
develop TBS templates using the same data.

Acknowledgement
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Appendix

Example 1 — selected by sectionid
The script filters out data that should not be seen by the general public.

Script

The script below can be pasted into a good text editor (e.g. Notepad++) and then saved asa .php file
in your scripts directory.

<?php

$TBS- >Mer geBl ock('tbs3a', ' nysqgl',' SELECT content.title, sec.title
AS section, cat.title AS category, sec.published AS secpub,

sec. access AS secacc, cat.access AS catacc, cat.published AS

cat pub, content.access AS artacc, content.state AS artpub,
content.hits AS hits FROM jos_content AS content LEFT JON

j os_sections AS sec ON sectionid = sec.id LEFT JON jos_categories
AS cat ON catid = cat.id WHERE secti oni d=3 AND sec. publ i shed=1 AND
cat . publ i shed=1 AND content.state=1 AND sec. access=0 AND
cat.access=0 AND content.access=0 ORDER BY section, category ');

2>

HTML

The HTML text below can be pasted into the HTML editing window of Joomla Content Editor.

<p>This article | ooks at ways to reduce of information bei ng nmade
avai l able to the wong people. The SQ is nowin a PHP file
outsi de the web root for the reasons set out in part 2 of the
series. The WHERE statenent within the SQ renoves infornmation
that shoul d not be seen by the general public.</p>
<p> </ p>
<p>{tbs} script=tbs3a. php{/tbs}</p>
<p> </ p>
<t abl e border="1">
<t body>
<tr>
<td><strong>Titl e</strong></td>
<t d><strong>Secti on</strong></td>
<t d><strong>Cat egor y</ strong></td>
<t d><strong>secpub</strong></td>
<t d><strong>secacc</ strong></td>
<t d><strong>cat pub</strong></td>
<t d><strong>cat acc</ strong></td>
<t d><strong>art pub</strong></td>
<t d><strong>artacc</strong></td>
<t d><strong>hi t s</ strong></td>
</[tr>
<tr>
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<td>[tbs3a.title]</td>
<td>[tbs3a.section]</td>
<td>[t bs3a. cat egory] </td>
<td>[t bs3a. secpub] </td>
<td>[t bs3a. secacc] </td>
<t d>[t bs3a. cat pub] </t d>
<td>[tbs3a.catacc]</td>
<td>[tbs3a. art pub] </td>
<td>[tbs3a.artacc]</td>
<td>[tbs3a. hits; bl ock=tr]</td>
</[tr>
</t body>
</tabl e>

Example 2 — without selection by sectionid

Script
The only change in the script below is the removal of the sectionid=3 constraint
<?php

$TBS- >Mer geBl ock(' tbs3b', ' nysql',' SELECT content.title, sec.title
AS section, cat.title AS category, sec.published AS secpub,

sec. access AS secacc, cat.access AS catacc, cat.published AS

cat pub, content.access AS artacc, content.state AS artpub,
content.hits AS hits FROM jos_content AS content LEFT JON

j os_sections AS sec ON sectionid = sec.id LEFT JON jos_categories
AS cat ON catid = cat.id WHERE sec. publ i shed=1 AND cat . publ i shed=1
AND content.state=1 AND sec. access=0 AND cat.access=0 AND
content.access=0 ORDER BY section, category ');

?>

HTML

The only alterations in the script below are to the name of script file and the name of the
mergeblock:

<p>{tbs} script=tbs3b. php{/tbs}</p>
<p>Now wi t hout the sectionid=3 constraint:</p>
<t abl e border="1">
<t body>
<tr>
<td><strong>Titl e</strong></td>
<t d><strong>Secti on</strong></td>
<t d><strong>Cat egor y</ strong></td>
<t d><strong>secpub</strong></td>
<t d><strong>secacc</ strong></td>
<t d><strong>cat pub</strong></td>
<t d><strong>cat acc</ strong></td>
<t d><strong>art pub</strong></td>
<t d><strong>artacc</strong></td>
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<t d><strong>hi t s</ strong></td>
</[tr>
<tr>
<td>[tbs3b.title]</td>
<td>[t bs3b. section]</td>
<t d>[t bs3b. cat egory] </td>
<td>[t bs3b. secpub] </t d>
<td>[t bs3b. secacc] </td>
<t d>[t bs3b. cat pub] </t d>
<td>[t bs3b. catacc]</td>
<td>[t bs3b. art pub] </td>
<td>[tbs3b.artacc] </td>
<td>[tbs3b. hits; bl ock=tr]</td>
</[tr>
</t body>
</t abl e>

Example 3 —without selection by sectionid but with correct
handling of NULL fields

Script
Articleswith NULL values for some fields are accepted:
<?php

$TBS- >Mer geBl ock('tbs3c', ' nysqgl',' SELECT content.title, sec.title
AS section, cat.title AS category, sec.published AS secpub,

sec. access AS secacc, cat.access AS catacc, cat.published AS

cat pub, content.access AS artacc, content.state AS artpub,
content.hits AS hits FROM jos_content AS content LEFT JON

j os_sections AS sec ON sectionid = sec.id LEFT JON jos_categories
AS cat ON catid = cat.id WHERE (sec. published=1 OR

| SNULL(sec. published)) AND (cat. published=1 OR

| SNULL( cat . publi shed)) AND content.state=1 AND (sec.access=0 OR

| SNULL(sec. access)) AND (cat.access=0 OR I SNULL(cat.access)) AND
content.access=0 ORDER BY section, category ');

?>

Note that this exanple is for M/SQ..

HTML

Asin example 2, the only alterations in the script below are to the name of script file and the name
of the mergebl ock:

<p>{tbs} script=tbs3c. php{/tbs}</p>
<p>Now Wi t hout the sectionid=3 constraint but with the corrected
treatnment for NULL val ues</p>
<t abl e border="1">
<t body>
<tr>
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</[tr
<tr>

</tr
</t body>
</t abl e>
<p> </ p>
<p>End of cu
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<td><strong>Titl e</strong></td>
<t d><strong>Secti on</strong></td>
<t d><strong>Cat egor y</ strong></td>
<t d><strong>secpub</strong></td>
<t d><strong>secacc</strong></td>
<t d><strong>cat pub</strong></td>
<t d><strong>cat acc</ strong></td>
<t d><strong>art pub</strong></td>
<t d><strong>artacc</strong></td>
<t d><strong>hi t s</ strong></td>

>

<td>[tbs3c.title]</td>
<td>[tbs3c. section]</td>
<td>[tbs3c. cat egory] </td>
<td>[t bs3c. secpub] </td>
<td>[t bs3c. secacc] </td>
<td>[t bs3c. cat pub] </td>
<td>[tbs3c.catacc]</td>
<td>[tbs3c. art pub] </td>
<td>[tbs3c.artacc]</td>
<td>[tbs3c. hits; block=tr]</td>
>

stom report</p>
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